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SCAMS

If it seems too good to be true, then it probably IS too good to be true.

How can you win a competition you didn’t enter? Inherit money from relatives you have never heard of? The fraudsters rely on people’s gullibility and greed to line their own pockets.              Below I have listed just a sample of some of the scams which might affect you but whatever scam you hear about the end result will always mean you losing money so think before responding. 
Phone Scams
There are many phone scams but the standard scam call usually promises a large cash prize which rarely materialises but costs each unwitting victim about £15 in premium rate phone bills. 

Remember this – it's your phone. Be sure you only give the number to those who need it. If you receive calls or text messages from companies or individuals offering cash prizes for competitions you have never entered hang up or do not respond to the text. Never answer your home or mobile telephone with either the number or your name. Entering personal contact numbers in the SIM card directory of your mobile phone will normally ensure that you can identify callers by your phones memory system when they ring you.

If you have a complaint regarding premium rate services then visit www.icstis.org.uk website of the Independent Committee for the Supervision of Telephone Industry Services

African e-mails or letters

This form of fraud is known in the trade as '419' simply because that is the section of the Nigerian Penal Code dealing with Advance Fee Frauds.
The hook in these approaches is always the same in that the writer has the ability to gain access to a vast sum of money totalling millions of dollars. To give credibility to their story they may even provide links to web based news sites giving details of a plane crash or disaster which has resulted in this amount of money laying dormant and known only to them. The fraudster may even claim to be dying from some terminal illness and now wishes to donate their savings to a worthy and charitable cause. Whatever the reason the request will always be the same in asking for your help to move this money into your bank account. In return you will be rewarded with a percentage of the total amount.

Those who contact the fraudsters will find themselves involved in a web of intrigue and deceit with requests to pay a constant stream of fees in order to overcome all the obstacles involved. In some schemes the victim is invited to meet the fraudsters, usually in Holland or Spain. They may even be shown a sample of the bank notes. These are usually blackened and the victim will be told that they have been sprayed with a special chemical in order to smuggle them into Europe. The victim is then asked to buy a solution which will clean the notes and return them to their original condition. A demonstration may even be staged. Needless to say the notes are not genuine, there is no spray or cleaning solution and the demonstration is simply a sleight of hand.

True figures for the success rate of the fraudsters or losses to the victims are unknown but are thought to be in multi-millions of pounds.

Remember this – There is no secret account that has been discovered. There is no money waiting to be donated. There is no money held in safe keeping. There is no money waiting to be cleaned.                   Most importantly - the money does not, never did, and never will exist.
Identity Theft
Individuals and companies can be targeted by fraudsters whose only aim is to pretend to be someone else to in order to obtain money or goods by deception. The worrying factor about the growing trend of identity theft is that you don’t always know you are a victim. Research shows that it could be as long as 18 months before a victim becomes aware of their identity having been compromised. The Cabinet Office estimates that it can take up to 60 hours of work for a typical victim to sort out their life and clear their name. In cases involving 20 to 30 different vendors this could increase to as much as 400 hours

So what can you do to protect yourself as an individual? Well a good start would be to check out the Home Office website of www.identity-theft.org.uk. Full details can be found on the CIFAS website at www.cifas.org.uk/.
Remember this - Be careful with your personal information. Never leave receipt slips in public waste bins. Never discuss your banking details over the telephone if you receive a call supposedly originating from a financial company. If you are in doubt then call them back preferably through a central switchboard. Thoroughly destroy your old banking statements if possible by using a shredder. Above all check your current statements carefully for any transactions that are not yours.
Addresses and Telephone Numbers

Some companies use Accommodation address agencies. The system works by the customer using these services for the collection or onward distribution of their mail and it allows a small company, for example, to have a prestigious London address such as Regent Street. They can normally be identified by the use of such terms as Suite, Office or Room although there are many other variants. The same can be done with telephone numbers, so while you have dialled a London number, it could be answered anywhere in the world

Remember this – Do not put your trust in every address or telephone number. Be on your guard. Just because an address and telephone number look impressive doesn't mean that they are genuine company.

Cashback Fraud

If you are selling anything over the internet, you could be approached by a buyer who wants to pay by way of a cheque which is for more than the agreed amount. They ask that you cash the cheque and pay them the difference, normally as a telegraphic transfer, via Western Union or similar company.                           Do not be fooled. The remainder, which is your money, will be the only real part of this process as the original cheque is either stolen, altered or a total forgery. 
Remember this – If you came face to face with a potential buyer who offered to give you a cheque far in excess of the value of the item you were selling would you take it and give them the difference there and then? 

Western Union, who are one of the world's largest providers of telegraphic transfer facilities have recently issued the following advice, 'Money transfer services are a fast, easy and convenient ways to send funds to people you know. They are not designed to be a payment vehicle when doing business with a stranger.' Only use secure payment methods for any form of transaction. If in doubt, do not sell.

Debt Letters

Doing the rounds recently has been a letter purporting to come from a debt collection agency based in the Czech Republic. 

Use some common sense if you receive one of these or a similar one in the future. The letter will normally contain the fictitious name of the company who have reported you together with equally dubious account and reference numbers together with the amount you supposedly owe. 

In any event if you really did have an outstanding debt then long before a recovery agency becomes involved the company you purchased the goods or services from would have written to you on a number of occasions. Please do not be tempted to telephone any of the numbers supplied as this is basically a premium rate telephone scam. The clue in this particular letter was the phrase, 'Due to very high call volumes you may experience intermittent connection problems to our call centre. Please continue calling until your call is connected to a call operator'. Naturally they want you to keep trying to contact them – that's how they make their money. 

Remember this – Just because a strange company writes to you and says you have a debt doesn't necessarily mean that you do. If you need advice about bogus demands for payment, please ring Consumer Direct on 0845 040506 or visit www.consumerdirect.gov.uk 

Inheritance

‘Do you remember that long lost relative who lived in Belgium? You know, the one who was born on 1 June 1927 and who shares the same surname as you. Well apparently they have died leaving a substantial amount of money in a bank account and a nice man or woman who works for a firm of Private Investigators and Security Consultants writes or e-mails and wants you to establish beyond reasonable doubt your eligibility to 'assume status of successor in title to the deceased . . . You must appreciate that we are constrained from providing you with more detailed information at this point'. 
Have a closer look at the letter or e-mail. Where does it actually mention your surname or that of the 'relative' who has passed on? It doesn't does it? If this is all beginning to sound familiar then you are well on your way to becoming a scam spotter.
 A word of caution, however, on this subject. 

There are genuine companies and individuals who specialise in this field and who will approach you providing enough details of you and your 'relative' in order to establish a legitimate claim. Naturally they will claim a percentage of any estate for their work. My advice here is that in any scenario be cautious and make sure you know who you are dealing with. 

Remember this – The general principle to adopt is that if the correspondence does not mention your name then it is more than likely to be a scam and there is no money waiting to be claimed. The safest way to deal with these issues would be to have the matter looked at by a solicitor and for them to make contact on your behalf.

In summary 

· If you are approached by letter then do what you would with any other junk mail and throw it in the rubbish bin. 

· If you are approached by e-mail do not reply. Forward it to the abuse service of the Internet Service provider from where it originated. Active your spam blocker against that particular address and then delete it. 

· If you are approached by telephone do not give out any information and hang up.

· You have not been targeted personally. Scam letters, e-mails, telephone calls and faxes are sent out in their thousands daily to individuals and companies worldwide. 
If you are unsure, speak with your local police and ask their advice. 
Remember

If it seems too good to be true, then it very probably IS too good to be true.
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